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Republic of the Philippines

Department of Education
REGION VI - WESTERN VISAYAS
SCHOOLS DIVISION OF AKLAN

September 3, 2024

DIVISION MEMORANDUM
No. s. 2024
> 400

SECURITY PROTOCOL: PROHIBITION ON SHARING LOGIN CREDENTIALS

To: Chief Education Supervisors, CID and SGOD
Public Schools District Supervisors
Principals In-Charge of the District
Heads, Public Elementary, Secondary and Integrated Schools
All Others Concerned

1, This memorandum serves to reinforce our commitment to maintaining the
highest standards of cybersecurity and protecting sensitive information. It is
imperative that all employees understand and adhere to the policy of not sharing
login credentials with any external entities, including lending institutions and
other online platforms.

Policy:
a. Confidentiality of Login Credentials:

e Under no circumstances should employees share their login
credentials (usernames, passwords, PINs, etc.) with any external
party. This includes but is not limited to lending institutions,
financial services, and other online platforms.

b. Risks of Sharing Credentials:

e Sharing login credentials can lead to unauthorized access to
sensitive information, financial loss, and potential legal
consequences. It compromises the security of our systems and the
privacy of our clients and employees.

c. Secure Authentication Practices:

* Employees are encouraged to use strong, unique passwords for
different accounts and enable multi-factor authentication (MFA)
wherever possible. Regularly updating passwords and being vigilant
about phishing attempts are also crucial practices.

d. Reporting Security Incidents:

* Any suspected or actual security breaches, including phishing
attempts or requests for login credentials, must be reported
immediately to the ICT Unit.

2. Consequences of Non-Compliance:

Failure to comply with this policy may result in disciplinary action, up to
and including suspension of your account. Additionally, employees may
be held personally liable for any damages resulting from unauthorized
access due to shared credentials.
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3. Maintaining the security of our systems and data is a collective
responsibility. By adhering to this policy, we can protect our organization and
our clients from potential threats. This office is highly expecting your cooperation
and commitment to cybersecurity.

4. For more query, please contact Floradel P. Jamero, Information
Technology Officer I through landline number (036) 265-3743 and
email address floradel.jamero002@deped.gov.ph.

S Immediate dissemination of this Memorandum js desired.

C. BUENAFE JR. CESO VI
Schools Pivision Superintendent/ .

Enclosure: None
To be indicated in the Perpetual Index
Under the following subjects:
ICT PROGRAMS PROJECTS
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