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Republic of the Philippines

Bepartment of Education

REGION VI — WESTERN VISAYAS
SCHONILS DIVISION OF AKLAN
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DIVISION ADVISORY NO.03 5 , S. 2025
March 10, 2025
In compliance with DepEd Order (DO) No. 8, s. 2013
This advisory is issued for the information of Schools Division Office of Aklan
Officials and personnel/staff and all others concerned.
(Visit https://depedaklan.online})

BEWARE OF ONLINE LOAN SCAMS: PROTECT YOUR FINANCES AND IDENTITY

Attached is Regional Advisory No. 064, s. 2025 relative to ACG-Cyber Bulletin
NR 373 from the Philippine National Police — Anti-Cybercrime Group, Camp BGen.
Rafael T. Crame, Quezon City, regarding ways to prevent, avoid, and stay safe from
dangers of online loan scams.

All personnel are advised to immediately coordinate with their respective
Information Technology Officers once they receive any communication from email,
websites, social media sites, and messaging applications containing suspicious
content like promising a loan that does not exist, fake company logos, falsified caller
ID numbers, and other deceptive tactics to impersonate legitimate agencies.

For more information, please contact:

FLORADEL P. JAMERO

Information Technology Officer I

Department of Education — Schools Division of Aklan
Aklan West Road, Poblacion, Numancia, Aklan
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Republic of the Philippines
Pepartment of Education

REGION VI-WESTERN VISAYAS

Regional Advisory No.ll § 4§ s. 2025
MAR 03 2005
In compliance with DepEd Order (DO) No. 8, s. 2013
this advisory is issued not for endorsement per DO 28, s. 2001,
but only for the information of Region VI DepEd
officials and personnel/staff.
(Visit region6.deped.gov.ph)

BEWARE OF ONLINE LOAN SCAMS: PROTECT YOUR FINANCES AND IDENTITY

Attached is ACG-Cyber Bulletin NR 373 from the Philippine National Police — Anti-
Cybercrime Group, Camp BGen. Rafael T. Crame, Quezon City, regarding ways to prevent,
avoid, and stay safe from the dangers of online loan scams.

All personnel are advised to immediately coordinate with their respective
Information Technology Officers once they receive any communication from email,
websites, social media sites, and messaging applications containing suspicious content
like promising a loan that does not exist, fake company logos, falsified caller ID numbers,
and other deceptive tactics to impersonate legitimate agencies.
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Republic of the Philippines
NATIONAL POLICE COMMISSION
PHILIPPINE NATIONAL POLICE
ANTI-CYBERCRIME GROUP
Camp BGen Rafael T Crame, Quezon City

Duwsn Street, Dollo City

ACG-CYBER BULLETIN NR 373 - |RECORDS SECTION |

| BEeARIvEDR |

ACG-CSB 121324373 N RECEIVED. |
Reference Number ACG-CSB 121324373 oy

Beware of Online Loan Scams: Protect Your Finances and Ider\_‘%_,g_ﬂ_g’z;,:__;
The followinginformation was obtained from differentcyber security sources for
notification to all parties concerned pursuant to the mandate of the Philippine National
Police Anti-Cybercrime Group (PNP ACG) and classified as “Restricted” pursuantto
the PNP Regulation 200-012 on Document Security and Impact Rating as high based
on PNP Information Communication Technology (ICT) Security Manual s.2010-01 p.
22 and p.129.
SUMMARY

Online loan scams involve fraudsters tricking individuals into providing money
or personal information by promising a loan that does not exist. These scammers often
advertise loan amounts and interest rates that seem too good to be true. Such scams
are commonly conducted through websites, social media, messaging apps like Viber
and Facebook Messenger, and email.

Loan scammers often use fake company logos, falsified caller ID numbers, and
other deceptive tactics to impersonate legitimate agencies and gain trust.
Advertisements promising guaranteed approval for personal loans are anotherred flag,
as legitimate lenders typically have specific requirements that borrowers must meet to
qualify. Factors such as credit history, income, and other financial criteria are carefully
assessed before a lender approves a personal loan.

Loan scams prey on people when they are most vulnerable, especially during
times of financial hardship. As families struggle with rising living costs due to inflation
and economic instability, scammers take advantage of those seeking financial relief,
trapping themin a cycle of debt. They often target individuals iooking forquick financial
solutions, including seniors on fixed incomes, families living paycheck to paycheck,
and those with poor credit.

Scammers use a wide range of tactics, but their ultimate goal remains the
same—io steal personal information or money from their victims. In some cases, they
go even further by using stolen details, such as Social Security numbers, passport
information, or bank account credentials, to take outloans or commit other fraudulent
activities in the victim's name. Recognizing these schemes and their waming signs is
essential for making informed financial decisions and protecting personal data from
exploitation. By staying vigilant, we can better safeguard ourselves against these
malicious threats.

Scammers often pressure their victims to act immediately, creating a false
sense of urgency to make them overlook red flags. However, you should never make

BACONS Mt srisids

“Sa Bagong Pilipinas, Ang Gusto ng Pulis, Ligtas Ka.~



financial decisions, share sensitive information, or sign documents under pressure. A
reputable personal loan lender typically does not advertise its services by cold-calling
consumers or makingunsolicited loan offers. If a lenderreachesoutto you first, it could
be a sign of a scammer attempting to access your personal banking information.

It is best practice to avoid responding to lenders or financial institutions that
make unsolicited loan offers by phone, door-to-door solicitation, or mail. In fact, it is
illegal for a loan issuer to offer a loan over the phone. Online loan scams won't
disappear overnight, but we can fightback by refusing to fall for their schemes. Stay
vigilant, avoid all types of online loan scams, and speak out against them whenever
possible.

In conclusion,fraudulentbankloansand loan scams pose a significantthreat o
the lending industry, with fraudsters constantly adapting to exploit vulnerabilities. As
technology advances, the risks become more complex, highlighting the needfor robust
loan fraud prevention measures.

RECOMMENDATION
The publicis advised to follow thesetips to avoid beinga victim of Online Loan Scams:
« Contactyour bank to stop any unauthorized transaction;
« Never share personal or financial information over the phone or through
unverified links;
« Be wary of unsolicited offers;
« Avoid upfront fees;
» Check for a physical address:
» Do not pay any fees unless you are sure they are legitimate and tied to a real
order;
» Report any suspicious activity related to your accounts, including unauthorized
transactions; and
» Look up the company’s contact details on their official website, not from any
information provided in the suspicious communication.
For additional information, please refer to the following websites:
« htips:/ftonikbank.com/blog/online-loan-scams
« https:/Awww forritcu .org/beware-payday-loan-scams/
« https://www.getfocal.ai/knowledgebase/loan -fraud

POINT OF CONTACT
Please contact PMAJ LESLIE P JALLORINA, Police Community Relations Officer,
thru e-mail address messagecenter.acg@pnp.gov.ph or contact us by telephone

number (632) 723-0401 local 7483 for any inquiries related to this CYBER SECURITY
BULLETIN.
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